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Emergency Preparedness



Effective Emergency Preparedness 
Plan Requires:
 A system for prompt recognition of a 

threatening situation.
 Availability of a written, well-

publicized, flexible, and tested plan.
 Clear delineation of employee 

responsibilities.
 Employee training
 Emergency drills

Presenter
Presentation Notes
-Emergency preparedness requires a system for the prompt recognition of a serious situation-the availability of a well publicized, flexible, and tested plan. A plan only works if the employees/everyone is aware of it and know where the written plan is located in case need to refer to it.-clear delineation of the responsibilities of employees.  Each organizational unit must stress the importance of being prepared in emergencies.-employees must receive training on the entire plan and then drills must be held to test the employees knowledge of the plan.-Instructions for emergency situations should be posted in each facility and office.  Emergency procedures should be established, implemented, and monitored by a local office emergency preparedness coordinator.



Each agency needs to include 
procedures to:
 Prevent and control emergency 

situations.

 Warn employees of impending 
disasters and prepare them for 
evacuation or shelter in place.

 Establish safe evacuation routes.

Presenter
Presentation Notes
The purpose of the Emergency Preparedness program is to ensue that each agency develops a plan for the safe evacuation of all persons in the affected area and the rapid control of hazards during the life threatening situations.   This programs includes procedures for 1)Preventing and controlling emergency situations,-It is better to prevent than to have to control a situation 2)warning employees of actual or impending disasters and preparing them for possible evacuation, (Does your agency have a weather radio so you know what is going on?) and 3)estabishing safe evacuation routes. **Don’t forget to include provisions for people with special needs in your emergency preparedness plan.



Components of Emergency    
Preparedness Plans
 Emergency Control Committee
 Emergency Crews
 Emergency Alarms
 Emergency First Aid
 Emergency Power Systems



Components Cont.

Emergency Control Committee:
 Develops plans for emergency 

situations
 Coordinates communications: 
 facility shutdown 
 employee evacuation
 utility control, first aid and rescue 
 damage control
 notification of police, fire departments 

and hospitals

Presenter
Presentation Notes
Emergency Control Committee:  Should be organized in each facility.  This committee develops plans for emergency situations.  Control of emergencies such as fire, explosion, or toxic chemical releases require the coordination of the following:  -disaster communication- methods to communicate and backups systems or methods- Do not rely on cell phones.  In times of disasters towers could be down or the system overloaded.-facility shutdown- who makes the decision, at what point do you shut down, how shut down and make secure.-employee evacuation-partial or full.-utility control-need to know in advance where shutoffs are and have individuals who are trained responsible for this.-first aid and rescue, and notification of police and fire departments and hospitals-who is responsible for this and are numbers know to those individuals and posted in obvious areas.Damage control- physical control, protection of property and could be damage control with the public.A list of the names and titles of personnel involved in the emergency preparedness plan should be compiled in each agency and facility.  Upper management is responsible for staffing and implementing the emergency control committee.  The members' work and home phone numbers, as well as the estimated travel time from home to work, should be noted.



Components Cont.

Emergency Crews:
 Assigned Individuals who are trained 

to take action during emergencies

Presenter
Presentation Notes
Emergency Crews:     A disaster control team, activated by an emergency alarm, should be organized for each facility or office.  They must be trained to handle the emergencies they are expected to handle. The team should always be available and should remain in action until the emergency is resolved.  Includes floor wardens.  You might have someone at agency that has EMS training or a volunteer fire fighter.  Use their knowledge.



Components Cont.

Emergency Alarms:
 Reliable signal that can be heard 

throughout  facility. 
 Employees should be familiar with 

different signals for specific 
emergencies and how to respond.  
 Quarterly drills are recommended.

Presenter
Presentation Notes
Emergency Alarms:     A distinctive, reliable emergency signal that is capable of being heard in all areas of the facility should be installed and tested in accordance with the applicable accreditation requirements.  All employees should know how to activate the alarm, be familiar with the different warning signals, and know what actions to take upon hearing it.  Might want to consider what would use as a backup alarm system if the primary does not work (examples a whistle, bull horn) Also check/test your emergency lighting periodically.Emergency drills on all types of potential emergencies (e.g., fire, natural disasters, proximity threats) shall be conducted during all shifts at least annually. If your agency usually has clients in the office etc then drills should be performed during hours when clients would be in the office so the staff can practice handling the emergency with others present.



Components Cont.

Emergency First Aid:
Each office location should have a:
 Properly stocked first aid kit
 Posted emergency phone numbers
 Posted list of first aid providers
 List of local hospitals, EMS

Presenter
Presentation Notes
Emergency First Aid:      Some personnel at each facility should be trained in first aid techniques.  If an injured person requires additional medical attention, employees should know how to send for an ambulance.



Components Cont.

Emergency Power Systems:
 Back-up power supplies should be 

provided at locations where 
uninterrupted power is essential to 
life and property. 
 Test system regularly

Presenter
Presentation Notes
Emergency Power Systems:      Automatic emergency power supply systems should be installed in areas where uninterrupted electrical service is essential for the preservation of life or property, such as in areas where precise procedures are performed (control room or operating room) or in areas where sensitive equipment is located (instruments or supplies requiring refrigeration).  There should also be a manual control switch to activate the emergency power if the automatic system should fail.  Alternative power sources and equipment should be maintained and regularly tested (and tested under load) to ensure that the system is capable of supplying service within the time limits required by the specific operations. Document the maintenance and testing of the equipment



TYPES OF EMERGENCY 
PREPAREDNESS PLANS
 Fire
 Civil Disorder
 Natural Disasters
 Proximity Threats
 Violence in the Workplace
 Terrorist Threats

Presenter
Presentation Notes
All state agencies need to have a written, site-specific emergency preparedness plan that addresses these potential situations.   



Fire Emergency Plan
Hazard Inspection Procedures
Emergency Numbers
Floor Plans
Evacuation Routes
Assembly Points

Presenter
Presentation Notes
Fire Prevention and Control: Almost all fires are preventable, and control measures can limit the losses if a fire does occur.  Fire prevention and control principles include the following:Prevention of fire from starting by using fireproof construction materials, designing facilities to isolate hazardous areas, controlling operations, using preventive maintenance, and eliminating unsafe practices.Inspection procedures-have in place to eliminate potential fire hazards-debris, improperly stored items, blocked egress, improperly working exit lights or emergency lighting, etc. Provide suitable fire barriers and keep the amount of combustibles stored to a minimum, and housed in approved cabinets when appropriate.Emergency numbers-have numbers posted in the work area as they would be dialed. (ex 9-911) highly visibleFloor plans- have accurate floor plans posted in the work areas. Note routes of evacuation on floor plans. Maintain exits in facilities. If have fire stairway which side of stairway to use in the event the fire fighters use the stairway. Have predetermined assembly points at least 500 ft from the bldg. Make sure your assembly point will not interfere with fire fighting equipment. You can always request a meeting with the fire department to determine the answers to some of these questions if there are doubts. Also determine assembly points for the handicapped (e. i. top of fire exit stairway) and who is responsible for notifying the fire fighters that a handicapped individual is at the designated location.



Fire Emergency Plan Cont.

Employee Training
Emergency Fire Drills
Alarm System
Fire Suppression Equipment
Monthly Fire Extinguisher Equipment 
Inspection and Maintenance

Presenter
Presentation Notes
Training-Ensure all employees are trained on the plan and know what to do and where to go and how to get there.  If you have internal stairways (that are not fire rated/approved for evacuation use) make sure the employees know not to use these and the dangers of using them.Fire drills are required at least annually at each location but recommended more often.  If normally have clients or visitors in your office include them in drills so employees know how handled them.Alarm System:Prompt discovery of a fire is vital.  Fire sensing and alarm systems should be reliable and should be designed for rapid discovery of a fire. An effective alarm system must:1)	be reliable and distinctive,2)	reach those trained to respond,3)	require immediate attention,4)	indicate the fire location,warn building occupants and area residents. shall be tested according to codeIf you don’t have an installed fire alarm system in your building then devise an alarm system using a whistle, bull horn, cow bell, whatever everyone will be able to hear.Fire Suppression Equipment:Fire protection must be incorporated into the building design to achieve maximum effectiveness.  Special processes presenting unique fire protection problems should be handled individually by fire protection engineers. Suppression equipment can include sprinkler systems, the pumps that go with the systems, fire standpipes (on outside of building where fire department would connect for water), hydrants and hoses (if have), kitchen hood systems, halon systems, etc.  All must be maintained and serviced and tested according to code.Monthly Fire Extinguisher Equipment Inspection and Maintenance:Mention these separately as everyone has these -portable extinguishers.  Extinguishers should be inspected monthly by the agency to ensure that the tag is in compliance, that the indicator dial is in the green and not in the red where it indicates is overcharged or uncharged, and that the hose is clean of debris. Extinguishers should also be inspected and certified by an outside contractor once a year-this is your tag on the fire extinguishers.



Civil Disorder
 Emergency Authority 
 Supervisors may be granted increased 

authority during civil disorders.

 Emergency Responsibility
 Individuals with expertise will be 

assigned responsibility for critical areas.

Presenter
Presentation Notes
Civil Disturbances:  Civil disturbances are generally riot and demonstrations, marches, and groups that have become riotous or a threatening individual.Restrict both employee and visitor movement in your area-May have to shelter in placePrepare for evacuation or relocationSecure your area (lock doors, safes, files, vital records, etc.)Notify your local law enforcement immediately and then your Agency Head, Safety Coordinator or supervisor.Emergency Authority – Decide before it happens who will be “in charge.” Supervisors may be given additional authority during civil disorders as needed.Emergency Responsibility - During emergencies, responsibility for areas vulnerable to attack or necessary for operations should be assigned to specific persons.  Responsibility for decisions in these particular areas should be assigned to employees with knowledge of the area and who will be present at the emergency.



Civil Disorder Cont.

 Security 
 Maintain strict site security until 

emergency is over

 Community Relations
 An individual should be assigned to deal 

with media and public concerns

Presenter
Presentation Notes
Security - Strict security of the facility should remain in effect until the emergency is over.  Gates and doors should be closed and perimeter fences maintained.  Entry into the facility should be strictly controlled.Community Relations - A person should be designated to communicate with news media and the public.  This may be someone in your main agency office.  Make sure all employees understand not to make any statements to the public unless they have been authorized to do so. The public should be informed of potential hazards as soon as possible.



Media Relations
 Tell the truth 
 Expect to be nervous
 Don’t assume the reporter knows 

everything about the topic                                            
 Accommodate interview requests 

(when possible)
 Control site access

Presenter
Presentation Notes
Emergency plans should include a written policy  for communicating with media.It is a good idea to have someone in your agency assigned and prepared to talk to communicate with the media.  Remember: security guards and receptionists are usually the first people that the media come into contact with….make sure all employees are trained on your media relations policy and know what to say or who they are to refer the media to and that they are not to make any comments about the situation. --  Tell the truth-only state facts.  NO OPINIONS. No “I think that.”-Falsehoods will cause more damage in the future.Accommodate interview requests…if you don’t give the media information, they will gather it out from someone else and it may not be correct.



Media Relations Cont.

 Stay on the record
 Keep track of what you say
 Practice crisis interviews
 If you don’t know, say so
 Avoid “no comment”
 Know when to stop talking

Presenter
Presentation Notes
Stay on the record.  Off the record comments have a way of “coming out”Keep all answers truthful, short, concise, and to the point. This ensures you can keep track of what you said. Write notes if need to.Practice interviews just like you would practice the emergency drills.If do not know the answer say so, but also note that you will get back with themNo comment to public means you are hiding something.Know when to stop-be brief and to the point.Remember that when talking to the media, this is your opportunity to show that you are in control of the situation



Natural Disasters
 Severe Weather
 Flooding 
 Hurricanes
 Tornados 
 Ice Storms



Natural Disasters Cont.

 Only enter disaster area if essential
 Due to the risk of leaking gas line, 

avoid fire, cigarettes, lanterns, etc..
 If you suspect a gas leak, leave
 Do not touch fallen or damaged 

electrical lines
 Include site-specific evacuation 

procedures in your agency’s plan

Presenter
Presentation Notes
The following are some suggested procedures for handling natural disasters: Formulate plans to isolate people from potential hazards.Only enter disaster areas if it is essential.Do not bring lanterns, torches, or lighted cigarettes into buildings that have been flooded or damaged because of the possibility of leaking gas lines or flammable materials.Do not touch fallen or damaged electric wires. Treat all wires as electrical.Immediately leave the area upon discovering a leaking gas line. If responsible for your buildings and have trained maintenance individuals might want to consider knowing where to shut of main valves (only if determined to be safe to do).Have primary evacuation plans (evacuation of site) and consider having a secondary route to leave the area in case your primary is blocked.  Your location might only have one way in and out so might have to “devise” a secondary such as knock down a chain link fence and use vehicles to get out of the area.



Floods
Flood Watch:  Stay tuned to 
weather information and evacuate if 
told to do so
Flood Warning:  Prepare in case a 
flash flood watch is issued
Flash Flood Watch:  Be prepared to 
act quickly in the event a flash flood 
warning is issued
Flash Flood Warning:  Seek higher 
ground immediately.

Presenter
Presentation Notes
Flood Watch: Flooding is possible in and around the watch area.  Get emergency supplies ready.  Fill your vehicle’s gas tank in case an evacuation is ordered.Flood Warning:  Flooding is already occurring or will occur soon in your area. You may need to evacuate quickly to higher ground. Listen to your weather radio or local TV or radio station for recommended evacuation routes. If you are driving and come upon rapidly rising waters, turn around and find another route. Flash Flood Watch:  Conditions are in place that could cause rapid and dangerous (flash) flooding in your area. Be alert to signs of flooding and be ready to evacuate at a moment’s notice. Follow steps for flood watch. When a flash flood warning is issued: Water is rapidly rising and is flooding your area or will be soon. Evacuate immediately! You might have only seconds to escape. Move quickly to higher ground away from rivers, streams, and storm drains. If you are driving and come upon rapidly rising waters, turn around and find another route. If your car stalls in rapidly rising waters, abandon it immediately and climb to higher ground. 



Hurricanes

Presenter
Presentation Notes
Picture Left:  Hurricane RitaPicture Right:  Hurricane Katrina



Hurricanes Cont.

 Tropical Depression: Disturbance 
with a clearly defined low pressure 
area. Its highest wind speed is 38 
mph. 
 Tropical Storm: Distinct low pressure 

area well defined by rotating 
circulation with winds of 39-73 mph.
 Hurricane: Wind speed reaches 74 

miles per hour or greater.



Hurricanes Cont.

 Tropical Storm Watch

 Tropical Storm Warning

 Hurricane Watch

 Hurricane Warning

Presenter
Presentation Notes
Tropical Storm Watch: Tropical Storm conditions (winds of 39-73 mph) are possible within 36 hours.Tropical Storm Warning: Tropical Storm conditions are possible within 24 hours.  Hurricane Watch: Hurricane conditions are possible within 36 hours. Hurricane Warning: Hurricane conditions are expected within 24 hours



Hurricanes Cont.

Category 1: Winds (mph) 74-95 
Storm Surge 4-5 ft

Category 2: Winds (mph) 96-110 
Storm Surge 6-8 ft

Category 3: Winds (mph) 111-130 
Storm Surge 9-12 ft

Category 4: Winds (mph) 131-155 
Storm Surge 13-18 ft

Category 5: Winds (mph) 156+ 
Storm Surge >18 ft

Presenter
Presentation Notes
Saffir-Simpson Damage Categories �Category One Hurricane:Winds 74-95 mph.  Storm surge generally 4-5 ft above normal.  No significant damage to buildings. Some damage to poorly constructed signs, unanchored mobile homes, shrubbery, and trees. Some coastal road flooding and minor pier damage.�Category Two Hurricane:Winds 96-110 mph . Storm surge generally 6-8 feet.  Some roofing material, doors and windows damage.  Considerable damage to mobile homes, poorly constructed signs, shrubbery, trees, and piers.  Low lying roads are inundated by storm surge. Small craft in unprotected anchorages break their moorings.��Category Three Hurricane:�Winds 111-130 mph Storm surge generally 9-12 ft.   Some structural damage to small residences and utility buildings with a minor amount of curtainwall failures. Damage to shrubbery and trees with foliage blown off trees and large trees blown down. Mobile homes and poorly constructed signs are destroyed.  Low-lying escape routes are cut by rising water 3-5 hours before arrival of the center of the hurricane. Flooding near the coast destroys smaller structures with larger structures damaged by battering from floating debris. Terrain continuously lower than 5 ft above mean sea level may be flooded inland 8 miles (13 km) or more. Evacuation of low-lying residences with several blocks of the shoreline may be required.�Category Four Hurricane: Winds 131-155 mph.  Winds 131-155 mph (114-135 kt or 210-249 km/hr). Storm surge generally 13-18 ft above normal. More extensive curtainwall failures with some complete roof structure failures on small residences. Shrubs, trees, and all signs are blown down. Complete destruction of mobile homes. Extensive damage to doors and windows. Low-lying escape routes may be cut by rising water 3-5 hours before arrival of the center of the hurricane. Major damage to lower floors of structures near the shore. Terrain lower than 10 ft above sea level may be flooded requiring massive evacuation of residential areas as far inland as 6 miles (10 km).��Category Five Hurricane:�Winds greater than 155 mph (135 kt or 249 km/hr). Storm surge generally greater than 18 ft above normal.  Complete roof failure on many residences and industrial buildings. Some complete building failures with small utility buildings blown over or away. All shrubs, trees, and signs blown down. Complete destruction of mobile homes. Severe and extensive window and door damage. Low-lying escape routes are cut by rising water 3-5 hours before arrival of the center of the hurricane. Major damage to lower floors of all structures located less than 15 ft above sea level and within 500 yards of the shoreline. Massive evacuation of residential areas on low ground within 5-10 miles (8-16 km) of the shoreline may be required.



Hurricanes Cont.

Important Points
 Written Plan:  Ensure the hurricane 

preparedness plan includes procedures for 
before, during, and after the storm

 Communication:   Make plans for 
communicating with employees.  Ensure 
employees have a means of receiving office 
closure information.  

 Back up computer data. Keep backup 
information off site. 

 Comply in the event an evacuation order is 
issued.

Presenter
Presentation Notes
Written Plan:Procedures before a hurricane may include preventing or reducing disaster damage in your facility by securing equipment and property, initiating a facility shutdown, and/or moving equipment to a safer location.  Procedures if you have to maintain your facility during the storm, and what procedures to follow after a storm-preserving life, securing property, reducing damage to property by what means, etc. If you have a 24 hour facility then your plan should include procedures for preparing for the storm including ensuring have enough provisions for several days.Communication:  Do not rely on cell phones.  If towers damaged then phones will not work.Evacuation order:  you must comply with local government officials in the event an evacuation is ordered.�



Hurricanes Cont.

Additional Information

 http://www.louisiana.gov/

Presenter
Presentation Notes
official web site for Louisiana—contains maps and preparedness guides as well as evacuation and preparation information.  Information is updated as events changes for each hurricane.



Tornados
 Take Shelter Immediately 
 Protect yourself from falling debris
 Best protection is an underground 

shelter, ditch, steel framed, or 
reinforced concrete building
 If no shelter is available, go to the 

basement or inner hallway
 Include instructions for employees 

who are “on the road.”

Presenter
Presentation Notes
When a tornado warning is issued, take shelter immediately.  The warning indicates that a tornado has been sighted in the area.  Protect yourself from falling objects and flying debris.  The best protection is an underground shelter or ditch or a steel-framed or reinforced concrete building.  If no shelter is available, go to the basement or inner hallway of the lowest floor of the building. Have a pre-determined area to go to.  Have drills to practice going to this area and to make sure area is large enough to accommodate all your employees and possible visitors/clients. Practice a tornado drill at least once a year. Have a pre-determined place to meet after a disaster.Stay away from windows, glass enclosed places or areas with wide-span roofs such as auditoriums, theaters, and warehouses.If you have employees that travel make sure your emergency plan includes instructions on what to do if they are on the road and a tornado is spotted.  They should drive away from the tornado if possible and if it is to close to do that, they should leave their vehicle and get in a ditch or low lying area as far away from the vehicle as possible if a stable building is not available.  Do not get under an overpass.



Ice Storms
 Watch local television or listen to local 

radio 
 Ensure employees have a means of 

receiving office closure information
 The safest place to be in a winter 

storm is indoors
 If you go outside for any reason, 

dress for expected conditions
 Make sure vehicle is “winterized”

Presenter
Presentation Notes
Freezing Conditions should include:Command Center – notify all partiesMaintenance Dept on duty & on callSecurity – ensure minimum staff called in early to remain on duty prior to arrival of adverse weather as back up & relief & in event roads are impassableMaking sure vehicle is winterized:  Gas, antifreeze, etc…If you have a 24 hour facility ensure you have enough provisions for several days.  These procedures for preparing for a storm and it after effects should be included in your plan.



PROXIMITY THREATS
 Railroad, interstate, and water vessel 

disasters 
1. Obtain emergency response procedures 

from local municipality.
2. Once notified, determine if voluntary or 

mandatory evacuation is required.
3. Use applicable emergency response 

procedures as per the local municipality.

Presenter
Presentation Notes
Railroad, interstate, and water vessel disasters1. Obtain emergency response procedures from local    municipality.2. Once notified, determine if voluntary or mandatory evacuation is required.        Think about your site evacuation routes.  Does your primary route go by where the disaster is most likely to occur?  Determine a secondary route out of the site.3. Use applicable emergency response procedures as per the local municipality.�



PROXIMITY THREATS Cont.

 Local chemical or nuclear plant 
disasters :
1. Contact local/municipal government.
2. Once notified, determine if voluntary or 

mandatory evacuation is required.
3. Vertical, upwind, or downwind 

evacuation determined by type of 
incident.

4. Shut down heating, ventilation, and air 
conditioning (HVAC) system if sheltering 
in place, and the situation allows.

Presenter
Presentation Notes
Local chemical or nuclear plant disasters – by law, all plants must report what is produced and include all of the following emergency procedures:1. Contact local/municipal government.2. Once notified, determine if voluntary or mandatory evacuation is required. Again a primary and secondary route.3. Vertical, upwind, or downwind evacuation determined by type of incident. Route of evacuation will be determined in some cases by which way the wind is blowing.4. Shut down heating, ventilation, and air conditioning (HVAC) system if sheltering in place, and the situation allows.



PROXIMITY THREATS Cont.

 Aircraft Disasters 
1. Federal, state, and local authorities will 

assist once notification is received.
2. Follow agency emergency action plan.

Presenter
Presentation Notes
Aircraft Disasters1. Federal, state, and local authorities will assist once notification is    received.2. Follow agency emergency action plan. Have a designated meeting place to “count heads”. Then who is responsible for what areas of need-communication, damage control, etc.



Violence in the Workplace
 Reporting procedures
 Communication methods
 Evacuation/shelter in place 

procedures
 Post incident procedures

Presenter
Presentation Notes
Your Workplace Violence Program/plan usually does not contain the emergency procedures of what to do if an event occurs.The incident response section (if there is one) might have a brief statement on providing medical treatment if needed and then psychological evaluations of injured employees.Your emergency plan should includes procedures to follow if an  event occurs.--Reporting procedures-WPV plan includes the procedures for reporting a WPV incident.  Your emergency plan needs to include procedures for reporting the incident while it is occurring.  Such as an individual making the discovery immediately contacts the authorities without putting themselves in danger.  (of course if just an argument would not call police, maybe a supervisor). If possible person reporting the incident needs to provide a description of the violent person/intruder.  Would not want to sound an alarm as that would put everyone leaving the building by their usual evacuation route which could put them in harms way.--Communication methods- how will you communicate to everyone that there is a situation without causing panic--Evacuation procedures-have procedures in place to evacuate other employees/clients without putting them in harms way or if gunshots are heard or other weapons sighted to shelter in place. Maybe to barricade themselves in a room and turn off lights and keep everyone calm and quiet.Post incident procedures-who is responsible for calling for medical assistance if needed, handling the media, help for employees who were involved (possible psychological) etc.



Violence in the Workplace Cont.

Tips
 Maintain an ability to communicate
 Report all incidents 
 Inform management of restraining 

orders
 Always follow security procedures
 Train all employees

Presenter
Presentation Notes
Communication throughout agency – code phrases, etc. Could use a code word that is known to all employees that means there is a situation.  (example- Employee could say I need a red folder- the agency does not have a red folder, but all know this means there is a violent situation arising.)Report ALL incidents-Make sure all employees know to report all incidents that occur however minor they consider them.Inform mgmt of restraining orders – Domestic Violence very prominent- a restraining order only works if the individuals responsible for allowing visitors in know that a certain person is not allowed on the grounds.Do not by-pass security procedures.  Security only works if the rules are followed by everyone.Documented training of ALL employeesAddition:Use Buddy System when working lateBe aware of your surroundingsMove car if working lateEscort all visitors/vendors in workplace



Terrorist Threats
 Cyber attacks (computer-based)
 Bomb scares and bombings
 Suspicious mail
 Chemical attacks
 Biological weapons
 Nuclear weapons

Presenter
Presentation Notes
General Terrorist Threat Emergency Preparedness Plan should include:Contact Immediate Supervisor ImmediatelySecure area ASAPDetermine if evacuation necessary and what typeEnsure ALL people go to assembly points if evacuation calledProvide medical treatment if necessaryProvide counseling for affected employees



Cyber Terrorism
 Protect passwords
 Check with vendors for updates or 

patches
 Do not open email from an unknown 

or suspicious address
 Follow your IT Department 

instructions
 Ensure that your anti-virus software is 

active
 Backup important information

Presenter
Presentation Notes
Password protection:  Never share passwordsDo not use easy to guess passwordsAll passwords should include numbers and lettersDo not write down your password



Bomb Threats
 Take every threat seriously

 Keep the number for bomb squad by 
phone.

 Notify a supervisor immediately.

Presenter
Presentation Notes
Every threat should be taken seriously.  If a bomb threat is received by mail, message, or telephone, record in writing the time and type of threat, location of bomb, expected time of detonation, if it is a male or female voice, and any other important information.  If the threat is received by phone, keep the person on the phone as long as possible to determine any unusual voice characteristics such as raspiness, hoarseness, or stuttering. Try to notice any background noises. Ask why the bomb was placed there and whom the caller wishes to hurt.  Report a bomb threat to a supervisor, who will contact the proper authorities.  The phone number of the local bomb squad should be placed near each telephone. Consider contacting your local authorities to see how bomb threats are handled in your area.  In some large cities the authorities will not respond until you actually find a suspicious device.  Find out in advance, do not wait until it happens.



Bomb Threat Checklist
Gather the following information:
 When is the bomb going to explode?
 Where is the bomb right now?
 What kind of bomb is it?
 What does it look like?
 Did you place the bomb?
 Why did you place the bomb?
 What is your name?

Presenter
Presentation Notes
In addition, try to note:Attitude of caller – smug, laughing, nervous, calm, excited, angry, cryingAccentSpeech impediment – lisp, stutterPeculiar voice characteristics – slurred, nasal, raspy, deep, slow, Background noises – street, animal, PA system, music factory machinery, voices, static, motor, office machinery**The whole point is to try to get any information you can out of the caller**



Responding to the Bomb Threat
 Evacuation of facility
 All occupants report to designated safe 

area
 Notify proper authorities
 Establish security:

Monitor all personnel
Close parking lots

As you evacuate, look around your work 
area and on the way out look for anything 
strange or out of place.  You know your 
area better than anyone else.

Presenter
Presentation Notes
Consider having a separate meeting point for bomb threat evacuations.Look around your area and those you pass as you evacuate the building but do not touch anything suspicious.  Only take your personal items with you. Report anything out of the ordinary to your supervisor and law enforcement as you arrive at your designated outside area.Do not use a cell phone in or near the building as this could trigger the bomb.  Do not return to your work area until you receive the all-clear signal by the authorized person 



Presenter
Presentation Notes
Poster is available on www.usps.com Do a search for poster 84.  Suspicious Mail Poster 84 March 2003THESE TIPS CAN HELP PROTECT YOU, YOUR BUSINESS, AND YOUR MAILROOMIF YOU RECEIVE A SUSPICIOUS LETTER OR PACKAGE: Handle with care. Don’t shake or bump. Isolate it immediately. Don’t open, smell, touch, or taste. Treat it as suspect. Call local law enforcement authorities. WATCH FOR:No return address Restrictive markings Sealed with tape Misspelled words Addressed to title only Incorrect title Badly typed or written Oily stains, discolorations, or crystallization on wrapper Strange odor Excessive tape Rigid or bulky Lopsided or uneven 



Terrorist Threats Cont.

Chemical (i.e.)  mustard gas, nerve 
agents, sarin gas, ammonia, cyanide

Biological (i.e.)  smallpox, botulism, 
plague, anthrax

Nuclear (i.e.) dirty bomb

Presenter
Presentation Notes
During terrorist threats follow the authorities directions. Have procedures developed for sheltering in place.Chemical:  toxic or poisonous chemicals or their precursors:  Any weapon that is designed or intended to cause death or serious bodily injury through the release, dissemination or impact of toxic or poisonous chemicals, or their precursors, such as mustard gas, nerve agents, and sarin gas, ammonia, cyanide(Sarin is an extremely toxic substance that disrupts the nervous system, over stimulating muscles and vital organs. It can be inhaled as a gas or absorbed through the skin. In high doses, sarin suffocates its victims by paralyzing the muscles around their lungs. One hundred milligrams of sarin—about one drop—can kill the average person in a few minutes if he or she’s not given an antidote. Experts say sarin is more than 500 times as toxic as cyanide.) (Biological) a disease organism: Any weapon involving a disease organism, such as smallpox, botulism, plague, and anthrax.Nuclear  (i.e.) “Dirty Bombs” an explosive bomb to which radioactive material has been added.  This bomb will kill and injure and will spread radioactive material to the surrounding area.
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